Step-By-Step guide on how to RDP
Ubuntu to Windows 11

To remotely access a Windows 11 device from Ubuntu using RDP (Remote Desktop Protocol), follow these steps
to ensure both systems are properly configured. This setup allows you to control your Windows machine from
Ubuntu as if you were sitting in front of it.

On the Windows 11 Device
1. Enable RDP on Windows 11

Make sure your Windows 11 system allows remote connections:
e Go to Settings > System > Remote Desktop
e Toggle Enable Remote Desktop to On
e Confirm and allow access through the firewall
¢ Note the PC Name under "How to connect to this PC".

System > Remote Desktop

>< Remote Desktop on 0 -
Connect to and use this PC from another device using the Remote Desktop app

O Pename i . WindowsT1VM
Use this name to connect to this PC from ancther device

o) Remote Desktop users 2

<@ &

Select who can remotely access this PC

Turn on Remote Desktop and note PC name
When Enabling Remote Desktop, you will be prompted to Confirm.

Remote Desktop Settings

Enable Remote Desktop?

You and users selected under User accounts will be able to connect to this PC remotely.

Confirm Enabling Remote Desktop

When selecting Remote Desktop Users, you can Add or Remove access to this computer. Within a local Windows
Active Directory, you can add administrators group. In case that the device is in a peer-to-peer network, it will be
neccessary to create an administrator account via Control Panel --> User Accounts --> User Accounts.

For advanced users, you can also enable RDP via Command Prompt:

reg add "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Terminal Server" /v fDenyTSConnections
/t REG_DWORD /d 0 /f

netsh advfirewall firewall set rule group="remote desktop" new enable=Yes
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2. Allow through Firewall

Ubuntu to Windows 11

e Open Windows Security - Firewall & network protection - Allow an app through firewall.

‘Wwindows Security

€

(3 Home
O Virus & threat protection

Account protection

Jo

| &4 Firewall & network protaction
O App & browser control

O Device security

3

Device performance & health
& Family options

@ Protection history

@ Firewall & network
protection

Who and what can access your netwarks.

Domain network

Firewall is on

% Private network

Firewall is on

@ Public network (active)

Firewall is on.

Allow an app through firewall
Network and Internet trouble-shooter
Firewall notification settings
Advanced settings

Restore firewalls to default

Have a question?

Get help

Who's protecting me?

Manage providers

Help improve Windows Security

Give us feedback

Change your privacy settings
View and change privacy settings
for your Windows 11 Pro device.
Privacy settings

Privacy dashboard

Privacy Statement

Windows Security -> Firewall & network protection -> Allow an app through firewall

e Ensure Remote Desktop is checked for Private (and Public if needed). This process is usually automatic

when enabling Remote Desktop.

Allow apps to communicate through Windows Defender Firewall

To add, change, or remove allowed apps and ports, click Change settings.

What are the risks of allowing an app to communicate?

Allowed apps and features:

Mame

Print Queue
Proximity Sharing

Recommended Troubleshooting

Remote Assistance
Remote Desktop

[0 Remote Desktop (WebSocket)

[J Remote Event Log Management

[0 Remote Event Monitor

[0 Remote Scheduled Tasks Management
[0 Remote Service Management

[ Remote Shutdown

[]Remote Volume Management

¥y Change settings

Private  Public

OO00O00OOO0OFEXMRER
N I I I O A A A A

Details... Remove
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Windows Defender Firewall
3. Check User Access:

¢ Inthe Remote Desktop settings, click on "Select users that can remotely access this PC".

e Ensure your Windows user account is listed. Here a Global Admin account was created within a peer-to-
peer network.

Remote Desktop Users >

The users listed below can connect to this computer, and any members of
the Administrators group can connect even if they are not listed.

43 Global Admin

|van Bliminse already has access.

To create new user accounts or add users to other groups., go to Control
Panel and open User Accounts.

QK Cancel

4. Know Your IP Address
e This step is optional if you're using hostname
e Open Command Prompt and type:

ipconfig

5. Network Discovery and File & Printer Sharing
Here, you can turn on Network Discovery and File and Printer Sharing.

» Advanced network settings > Advanced sharing settings

Private networks ~

Network discovery On e
Your PC can find and be found by other devices on the network

Set up network connected devices automatically

File and printer sharing on e

Allow others on the network to access shared files and printers on this device

Public networks Current profile  ~

Netwaork discover
Ty on @D
Your PC can find and be found by other devices on the network
File and printer sharin
p g on @D

Allow others an the network to access shared files and printers on this device

Advanced Sharing Settings
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Install Remmina on Ubuntu
Remmina is a popular RDP client for Linux and can be easily installed via the App Center.

App Center ( L remmina

© Explore " T
P Results for "remmina

¢ Featured Sortby  Relevance - Filterby  Snmap pack... All catego...

) Productivity

# Development ‘><’ remmina

Remmina Upstream Developers @
5
S Remote Desktop Client
Very good | 385 votes
Manage @
(@ About

Find Remmina in the App Store
Proceed to Install.

remmina & [

>< Remmina Upstream Developers &

Produckivity, Utilities

Channel  latest/stable v1.4.39+... -~ m
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Install Remmina
The Remmina Snap Package provide this startup page.

Remmina »

Remmina Snap package

Remmina is running on your system as a Snap package.
Some Remmina functions need to be set up to work properly.

Permissions

To enable access to some important Features, like password saving inyour keyring and RDP
printer sharing, please open your software center and give the appropriate permissions to
Remmina. As an alternative you can enter the Following commandsin a terminal window:

sudo snap connect remmina:audio-record :audic-record

sudo snap connect remmina:avahi-observe :avahi-observe

sudo snap connect remmina:cups-control :cups-control

sudo snap connect remmina:mount-observe :mount-observe

sudo snap connect remmina:password-manager-service :password-manager-service
sudo snap connect remmina:ssh-keys :ssh-keys

sudo snap connect remmina:ssh-public-keys :ssh-public-keys

Snap settings

Since Snap packages run confined from the rest of the system, Remmina profiles are saved
inside the Snap Ffile system by default. You can change the location in the Remmina
preferences.

Change where Remmina profiles are stored Preferences

Do not show this message again

Close

Remmina Startup Page
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As indicated in the startup screenshot above, consider enabling a few important features. Here are the command
lines in Terminal for ease of use.

sudo snap connect remmina:audio-record :audio-record

sudo snap connect remmina:avahi-observe :avahi-observe

sudo snap connect remmina:cups-control :cups-control

sudo snap connect remmina:mount-observe :mount-observe

sudo snap connect remmina:password-manager-service :password-manager-service
sudo snap connect remmina:ssh-keys :ssh-keys

sudo snap connect remmina:ssh-public-keys :ssh-public-keys

For the command line, use below to install Remmina. (Ubuntu offers a step-by-step guide --> Access a remote
desktop | Ubuntu)

sudo apt update
sudo apt install remmina remmina-plugin-rdp

Accessing a Windows 11 PC using Remmina

To remotely access a Windows 11 device from Ubuntu using RDP (Remote Desktop Protocol), follow these steps
to ensure both systems are properly configured. This setup allows you to control your Windows machine from
Ubuntu as if you were sitting in front of it.

Open Remmina

e Choose RDP as the protocol

e Enter the IP address or hostname of your Windows 11 device
e Provide your Windows username and password

e (Optional) Add Domain if applicable

e Click Save & Connect
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Remote Connection Profile %
ol windows11vM
Group
Labels
R @ RDP - Remote Desktop Protocol v
Basic Advanced Behavior SSH Tunnel Nokes
server 192.168.1.80
Username Global Admin
Password S ®
Domain
Share folder
Restricted admin mode
Password hash
Left-handed mouse support Disable smooth scrolling
Fnahle multi monitor snanscreen over multinle monitors
Cancel Save as Default Save Connect Save and Connect

Remote Connection Profile

Click Yes on Accept Certificate.

Certificate details:

Subject: CN =Windows11¥M
Issuer: CN =Windows11WM
Fingerprint: 3f:b2:39:Fd:15:17:7e:79:ac:7d:86:b9:8c:d8:4d:95:a2:d6:cd:e3:d4:b5:ad:2b:74:33:2d:b0:F0:08:14:90

Accept certificate?

Yes Mo

Certificate Details

Click on OK to continue.
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Enter RDP authentication credentials

Username

Password

Domain

Save password

OK

Global Admin

@

RDP Authentication Credentials

Cancel

This lab was performed in VMware Workstation Pro 17.5. Within the Ubuntu 24.04 virtual machine, Remmina is
being used to remotely connect to a Windows 11 virtual machine.
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